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Advanced Air Mobility
How do we automate air traffic control 

for autonomous aircraft?

UAS Traffic Management (UTM) 

for 

Advanced Air Mobility (AAM)  

A problem for government agencies 
such as NASA, the FAA, and 

Departments of Transportation (DOT)
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http://www.youtube.com/watch?v=kqGQBZiFu4Y&t=20
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Project Goals

1. The impact of configurations of virtual highways (lanes) 

2. The impact of tactical contingency response on the lane system

3. An investigation into trajectory anomaly detection within the 
lane-based approach.
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NASA’s Advanced Air Mobility National 
Campaign
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Strategic Deconfliction
The FAA/NASA method (and the current standard)

wasted airspace
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Solution

Airspace Structures 

that support 

Dense Operations 

and 

Efficient Strategic 
Deconfliction
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Inspiration

8

Working Group Meetings with 
UDOT Aeronautics

- Raised questions about 
airspace capacity and 
infrastructure

- Desire to restrict operations 
over private property

- Dual-Altitude airspace 
design discussed
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Addressed by the Lane-Based Approach

Inefficient airspace usage

Inefficient deconfliction

Unpredictable trajectories

Efficient airspace usage

Efficient deconfliction

Predictable trajectories

FAA/NASA Lane-Based
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What are Lanes?
Lanes are edges in a directed graph 

- Not restricted to straight lines
- Disjoint lanes separated by minimum 

distance
- Either the in-degree or out-degree of every 

vertex is less than two. 

headway

min. 
separation
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Strategic Deconfliction
The Lane-Based Approach

The basics:
1. Choose a path through the system (Dijkstra, A*, etc.)
2. Request a launch time
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Constructing Lanes
The Lane-Based Approach
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Constructing Lanes
The Lane-Based Approach
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Constructing Lanes
Two-Altitude Lanes over San Francisco
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Constructing Lanes
Single-Altitude Lane System
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Constructing Lanes
Lane System in Dubai
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      Lane-Based Approach over Salt Lake
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Tools for Analyzing Lane Systems and 
Comparisons to the Current Approach

STRUCTURE AND COMPARISON
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Spatial Network Measures

The lane-based approach supports a static analysis 
through spatial network measures more commonly 
used to describe ground transportation systems.
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Spatial Network Measures

The lane-based approach supports a static analysis 
through spatial network measures more commonly 
used to describe ground transportation systems.
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How is UTM Behavior Measured?

- Failed Flights
- Number of flights that desire a schedule 

but are denied due to space/time/safety 
constraints

- Delay
- How much time between when a vehicle 

wants to launch and when it is allowed to 
launch

- Deconfliction Time
- How much time is required to plan a 

trajectory
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 UTM Comparison
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27 combinations of UTM parameters tested, 10 simulation runs each, 4 hour sim time
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 UTM Comparison
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Failed flights count operations that could not be scheduled
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 UTM Comparison
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Mean delay
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 UTM Comparison
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Mean Deconfliction Time (wall clock)
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 UTM Comparison
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Low flex, low speed, high headway → more failed flights (less airspace capacity)
- FAA and SF most sensitive 
- Many SF choke points (high betweenness centrality)

Structured airspace deconfliction time lower on average



UAS Behaviors and UTM Policies

CONTINGENCIES
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Contingencies
UTM Policies (CPAD)
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Detecting Anomalies and Rogue Aircraft

MONITORING THE AIRSPACE
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 Lane-Based Trajectory Model
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Lane Point Samples Lane Direction Samples
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 Detecting Anomalies
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Nominal vs. Anomalous Behavior or (NAB)
- A system for detecting, tracking, and 

characterizing airspace traffic
- Can detect rogue, hobbyist, and 

conforming aircraft
- Output can be fed into neural nets for 

further classification
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 Nominal Trajectory Behavior
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 Anomalous Trajectory Behavior
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Hobbyist Type I: Flies up from one place and makes a 
few moves above the launch site, then eventually lands at 
the same site. 

Hobbyist Type II: Flies up from one place and makes a 
few moves above the launch site, hovers after each move, 
then eventually lands at the launch site. – 

Hobbyist Type III: Flies up in a circular motion to some 
highest point then flies down in a circular motion to land.

Rogue Type I: Flies up over and down as for a delivery.

Rogue Type II: Flies up to a lane, flies along the lane to 
the end, then flies to another lane (not necessarily 
connected), and eventually flies down to land.
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Anomalous Trajectory Behavior
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 Classifying Anomalies

35

Simple feed-forward 
network classification of 
nominal/anomalous
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Cyber Security
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The Attack Landscape
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 Attacked Asset

Physical Cyber

Attack Type Physical Physical Attacks

-   Sabotage of infrastructure

-   Physical weapons to disable UAS

-   Coercion of authorized persons

 Cyber-Physical Attacks

-   Radio signal jamming

-   Compromising unattended sensors

-   EM radiation-based attack on security keys

Cyber Cyber-Physical Threats

-   ADS-B/GNSS spoofing

-   Sensor data manipulation

-   Telemetry data/link manipulation

Cyber Attacks

-   Malware insertion

-   Network traffic analysis

-   Data theft and corruption

-   Identification spoofing

-   Cryptanalysis
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The Attack Landscape
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Likelihood Level Quantification of Likelihood

Extremely Improbably Zero-day exploit available; multi-lateral staged attack; +$10M in cost

Improbable $1M-$10M in cost; complex mission planning with staff; bot herder, fleet of bots

Remote Multi-thousand to millions of dollars in cost; sophisticated malware, ransomware, phishing, etc.

Occasional Unsophisticated malware

Frequent Low cost or free; pay-for-hire
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Conclusion



Sacharny, Henderson, Liu22 June 2022

Air Mobility Trajectory Anomaly Detection and Operational Advancement

Conclusion

Is the system for managing UAMs moving in this direction?

Airspace Structure Definition Service (ASDS)!  
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Continuing/Future Work

Utah Advanced Air Mobility Simulator 
(UAAMS)

AFWERX Phase II

- Multi-Domain Deconfliction
- Department of Defense 

Applications

Continuing Research

- Incorporating Vehicle Models
- More Contingency Modeling
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Thank You
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